NudopmarionHast maMsTKa st 00yJaroIuXcs 1Mo 0e30MacHOCTH B
CCTHU UHTCPHCT

C KaXapIM TOOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKHU
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, HMHTEPHET HECEeT M IMpoOieMbl. ITa
IIaMsITKa JOJDKHA IIOMOYb TeOe O€30IMacHO HaXOQUTHCS B CETH.

KomnbrorepHbie BUPYChI

KoMmnboTepHblii BHPYC - 3TO PpPa3sHOBUJHOCTH KOMIIBIOTEPHBIX IMPOTPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT HOBPEAUTH WU MOJHOCTBIO YHUUTOXXUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIBHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3allyllleHa 3apak€HHas MpOrpaMMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OTIEpaIlMOHHYIO CUCTEMY CO BceMH (aiiiamu B 1esoM. B OOJIBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. Wcrnonb3yil cOBpEMEHHBIE OIMEpaIlMOHHbIE CUCTEMBI, UMEIOIINE CEePhE3HBIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHO ycraHaBnuBail mautu (UUQPPOBBIE  3aIIATKH, KOTOpPHIE
aBTOMATHUYECKH YCTAaHABIIMBAIOTCS C IENbIO0 JOPAaOTKU MpOorpaMMbl) U
Jpyrue oOHOBJIEHUSI CBOEH omnepaoHHoN cucteMbl. CkaunBail UX TOJIBKO C
opumansHoro caiita paspadotunka OC. Ecam cymecTtByeT pexum
aBTOMATHYE€CKOT0 OOHOBJICHUS, BKJIIOUHU €T0;

3. Pabortaii Ha CBOEM KOMITBIOTEpE TII0J TpaBaMH TIOJIb30BATENsI, a HE
aIMUHHUCTPATOpa. ITO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJTUPOBATHCSI HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Ucnonp3yih  aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOJIYKTHI  M3BECTHBIX

MIPOU3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

Orpannub HU3UYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Hcnonw3yit BHENTHUE HOCUTENN HHPOPMAIUHY, TaKue Kak (prernika, JTUCK Uit
Gaiin u3 uHTEpPHETA, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

7. He oTkpbiBaii KOMIIBIOTEpHBIC (Dailyibl, MOJYyYEHHBIE W3 HEHAJIEKHBIX
ucToYHUKOB. Jlaxke Te Qaitibl, KOTOpbIe MpUCTal TBOK 3HAKOMBIH. Jlyudie
YTOYHH Y HETO, OTIPABJISUT JIU OH TeOE UX.

o

Cern WI-FI

Wi-Fi - aT0 He Buj mepenauu IaHHBIX, HE TEXHOJOTHWs, a BCErO JIUINL OpEHI,
mapka. Eme B 1991 rony Humepmaniackas KOMMaHHUS 3aperUCTpUpoBalia OpeHI
«WECA», uto oOo3nauano cnoBocoueranue «Wireless Fidelity», xoTopsiit
MIEPEBOUTCS KaK «OeCcrpoOBOAHASI TOYHOCTHY.



Jlo Hamero BpeMeHH Jomia Apyras abOpeBuaTypa, KOTopas SBISICTCS TaKOW ke
TexHosoruen. 9to abopeBuatypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHJIapT BBICHIMI 3BYKOBOW TexHuku Hi-Fi, uro B mepeBoje o3Hauaer
«BBICOKAsI TOYHOCTBY.

Jla, OecraTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W a’dporopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIepThl CUHUTAIOT,
yTo obmeaoctynabie WiFi ceTn He aBisitoTcst 6€301acHBIMU.

CoBeTbI 110 0€30MACHOCTH PadoTe B 001eT0CTYNHBIX ceTsax Wi-fi

1. He mepenaBaii cBOIO JMUYHYIO MH(POPMALUIO yepe3 oOienoctymnHabie Wi-Fi
cetu. PaboTtas B HUX, jKelaTeIbHO HE BBOJWTH IMAPOJIH JIOCTYIIA, JOTUHBI H
KaKHUe-TO HOMEPa;

2. Wcnonb3yit 1 OOHOBISH aHTUBHUPYCHBIE IpOrpaMMbl M Opanamayep. Tem
caMbIM ThI 00€30MacHIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonszoBanuu Wi-Fi oTkimoun ¢pyakuio «O0mui noctyn K ¢aiiam
u mpuHTepam». JlanHas (QyHKIUSA 3aKphITa 10 yMOJYaHHUIO, OJHAKO
HEKOTOpPBIE MOJIH30BATENIM aKTUBUPYIOT €€ NJi1 YJI00CTBAa MCIOJIb30BAaHUS B
pabote unu yueoe;

4, He wucnone3yit mnyomuunbii WI-FI gn1s mepemaum JIUYHBIX JaHHBIX,
HaAIMpUMED JIJISl BBIXOJA B COLIMAIIBHBIE CETH WX B AJIEKTPOHHYIO MOYTY;

5. Hnonp3yit Tonpko 3ammuiineHHoe coeauHenue yepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkiaroun ¢GyHkimpo «llomkmodenne k Wi-Fi
aBTOMaTHYEeCKW». He  gomyckaii  aBTOMATHYECKOTO  IOJKITFOYCHHS
ycTpoiicTBa k ceTssMm Wi-Fi 6e3 TBoero cormnacusi.

ConmnajgabHbie CeTH

ConmanbHbIe CETH aKTUBHO BXOJSAT B HAIy XKHW3HB, MHOTHE JIOJU pabOTalOT U
JKUBYT TaM IIOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MHILIHAP]] YETIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
OBITh HaliJIecHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHUCJIE HE 0053aTeNbHO C
OJlaruMu HAMEPEHUSIMU.

OcHogHble cosembl no 6€30nAcCHOCmU 6 COUUATbHBIX CEMAX .

1. Orpanuub crUCOK Jpy3eil. Y Te0s B IPy3bAX HE JOJKHO ObITh CIIyHalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii cBOI0 4acTHYIO KU3Hb. He ykaswiBall maposu, TenedoHsl, ajgpeca,
JaTy  TBOETO  POXKACHUS W JPyrywo  JUYHYHO  HHGOpMAaIUIO.
3JI0YMBIIIUICHHUKH MOTYT KCIIOJBb30BaTh Aaxke HHGOPMAIIUIO O TOM, KaK ThI
Y TBOM POJIUTENH TJIAHUPYETE MPOBECTU KAHUKYJIbI;



3. 3ammumiail cBOIO penmyTaluio - IEepKU €€ B UNCTOTE U 3ajaBail ce0e BOIpocC:
X0Tea Obl Thl, YTOOBI APYTrUE MOJIb30BATENN BUIEIH, YTO Thl 3arpyaeuib?
[Toxymaii, mpexkJie 4eM 4TO-TO OMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOpUIIB C JIIOABMHU, KOTOPHIX HE 3HACIb, HE UCIIOJIb3YH CBOE
peajgbHOEe MMS U JAPYTYIO JIMYHYI0 MHGOpMAIMU: UMs, MECTO >KUTEIbCTBA,
MECTO y4eObl U IIpoyee;

5. Uzberaii pasmemenus ¢otorpaduii B HTEpHETE, I/ie ThI M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEIEIUTH TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B COUANBHON CETH HEOOXOIUMO HUCIIOIB30BATh CIOKHBIC
HapoJIx, COCTOSIINE U3 OYKB M IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. [ns conuanbHOW CETH, MOYTHI U APYTHX CAUTOB HEOOXOJIMMO HCIIOIb30BAThH
paszHbie mapoiu. Toraa ecnu Te0s B3IOMAIOT, TO 30YMBIIUICHHUKH MOTyYaT
JIOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE ICHbI' U

DJIEKTPOHHbIE [IeHbI'M — JTO OY€Hb YAOOHBIM CHOCOO0 IUIaTeXeH, OJHAKO
CYILECTBYIOT MOLIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JECHBIU.

QHGKTpOHHLIG ACHBI'M IIOABHUJINCH COBCEM HCIABHO M HMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax J0 CUX IMOP HC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHU (YHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, /€ UX
pa3aeaioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHUMHBbIE. Pa3Huiia B ToM,
YTO AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcss MPOBOAUTHL omeparuu 0e3
UJECHTU(PUKAIIMY TT0JIh30BaTENs], @ B HCAHOHUMHBIX UJICHTU(UKAIIUN MOJIb30BaTENs
SBIIETCS 0053aTEILHOM.

Taxke ciemyer  pas3nuyarh  AJIEKTPOHHbIE  (uaTHbIE  J€HBIU  (PaBHBI
rOCyJapCTBEHHBIM BAJIOTAM) M DJIEKTPOHHBIE He(dUaTHbIE ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHogHble cosembl no 6e30nacHoil pabome ¢ ITEKMPOHHBIMU OCHb2AMU .

1. TlpuBsku K cueTy MOOWIBHBIN TenedoH. ITO camblid yAOOHBIM U OBICTPBII
coco0 BOCCTAaHOBUTH JOCTYI K cuery. [IpuBsizaHHbI TenedoH MOMOXKET,
ecnu 3alyjaellb CBOW IUIATC)KHBIA TApOJIb WM 3ajielllb Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonws3yit omHopa3oBbie mapoiu. llocme mepexoga Ha YCHUIIEHHYIO
aBTOpM3aIuio Tebe yxke He OyneT YrpokaTh OINACHOCTh KpaXkH WM
nepexsaTa IUIaTEXHOr0 NapoJis;

3. BoiOepu cnoxsblii maponb. IlpectynmHukam Oyner He MOpPOCTO yrajaath
CJI0KHBIN mapoJib. HazexHble mapoiam — 3TO0 mapoyiv, KOTOPbIE COAEpKAT
HE MEHee 8 3HaKOB W BKJIIOYAIOT B c€0s CTPOUYHBIE M MPOMUCHBIE OYKBBHI,
nudpel M HECKOJBKO CHUMBOJIOB, Takh€ Kak 3HaK jaoiiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JMYHBIE JaHHBIE HA CaliTaXx, KOTOPHIM HE JOBEPSIEILIb.



JJIeKTPOHHASA MOYTA

DJIEKTPOHHASI MOYTA — O3TO TEXHOJOTUS W MPEAOCTaBIIIEMbIE €10 YCIYTH IO
MEPECHUIKE U MOJTYUYEHHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMITBIOTEpHOM ceTH. (OOBIUHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJIAIUAT
CIIEYIOIMM 00pa3oM: UMsI_TOJIb30BaTeNsI(@UMs_jioMeHa. Takke KpoMe repeiadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe/iaBaTh (pailibl.

OcHoeHbvle cosempl no 6e30nacHoll padome ¢ INEKMPOHHOU ROUMOIL .

1. Hamo BbIOpaTh NpaBUIBHBIA TIOYTOBBIM CepBUC. B HHTEpHETE €CTh
OTPOMHBIA BBIOOp OECIUIATHBIX TOYTOBBIX CEPBUCOB, OJHAKO Jy4YIle
JIOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yxaspiBail B TMYHOW TouTe JIMUHYIO WHpopMaruio. Hanpumep, mydmre
BbIOpaTh «My3bIKaNbHBIN _(panat@» mm «pok2013» BmecTo «remal3»;

3. Hcnonb3yit ABYXATAMHYIO aBTOPU3AIHIO. ITO KOT/Ia MIOMUMO Mapos HYKHO
BBOAUTH KOJ, IPUChUIAEMbIA 0 SMS;

4. BpiOepu CIOXKHBIM maposib. J{Jisg Ka)KI0ro MOYTOBOIO SITUKA JOJIKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ectu ectb BO3MOXHOCTH HammcaTh CaMOMY CBOM JIMYHBIA BOIPOC,
VICIIOJIB3YH 3TY BO3MOXHOCTB;

6. Ucnonp3yii HECKOJBKO TOYTOBBIX SIIUKOB. IlepBwIif mjis  YacTHOMU
MEPENUCKU C aJpecaramMu, KOTOPBIM Thl JOBEPSCIIb. DTO JIIEKTPOHHBIM
aJipec He HAJ0 MCIIOJIb30BATh MIPU PETUCTPALIMK HA (PopyMax U caiTax;

7. He otkpbiBail (aiimbl U Japyrue BIIOKEHUS B TMUCbMAax JlaXke €Cld OHU
MPUIIUIM OT TBOMX JApy3ei. JIydie yTouHu y HUX, OTOPABIISIM JIU OHU TeOe
3T (aiibl;

8. Ilocnme okoH4yanus pabOTHl HA TIOYTOBOM CEpBHUCE TeEpeld 3aKpBITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaKaTh Ha « BBIATHY.

KubepOysimHr UM BUPTYaJibHOE U3/1€BATEILCTBO

Kub6epOynannr — mnpecienoBaHue COOOIMICHUSIMH, COACPKAIIUMHU OCKOPOIEHUS,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLIMAIbHOE OOMKOTUPOBAHKUE C TOMOILBIO
Pa3JINYHBIX HTHTEPHET-CEPBUCOB.

OcHogHble coeembl no 060pbde ¢ KubepoyITuH2OM:

1. He Opocaiics B 6oi. Jlyummii cmoco6: mMocOBETOBAaThCS Kak ceOs BECTH W,

€ClIi HET TOro, K KOMy MOKHO OOpaTUThCsl, TO BHauaje ycrnokouThes. Eciu

Thl HAYHEIIb OTBEYATh OCKOPOJEHUSIMH Ha OCKOPOJEHHS, TO TOJIBKO eIle

O0JIbIIe Pa30XKKEIb KOHPIUKT;

VYnpasnsii cBoelt kudeppenyranuei;

3. AHOHMMHOCTH B ce€TH MHHMasl. CyIIECTBYIOT CITIOCOOBI BBISICHUTH, KTO CTOHUT
32 aHOHUMHBIM aKKayHTOM;
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4. He crtouT BecTH XyJIHMTaHCKH oOpa3 BHUPTyaslbHON Xu3HU. MHTEepHET
(¢ukcupyeTr Bce TBOM JCHCTBUS U COXpaHSAET UX. Y JaINUTh UX OyneT KpaiHe
3aTPyAHUTEIIBHO;

Cobmronail cBO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyil eauHuuHblii HeraTuB. OpHOpa3oBblE  OCKOPOUTENIBbHBIE
cooOIIeHusl Jydlie UrHopupoBatb. OOBIMHO arpeccus NpeKpallaeTcs Ha
Ha4yaJIbHOW CTauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIEHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIICHHI C
OIIPENETICHHBIX aIPECOB;

8. Eciu T cBumerens kubOepOymnuHra. TBOM NEHCTBUS: BBICTYIUTH MPOTHB
npecienoBaressi, IOKa3aTb €My, 4YTO €ro JEWCTBUSA OLIEHUBAIOTCA
HEraTUBHO, TIOJIEPKATh JKEPTBY, KOTOPOW HYyXHa ICHXOJIOTMYECKas
IIOMOIIlb, COOOIINTH B3POCIBIM O (paKTe arpeCCUBHOIO MOBEACHUS B CETH.

o1

MooOuiabHbId TesedoH

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COAEpKaT B ceOe BIOJHE B3POCIbIN
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmnbloTepamu. OIHAKO, CPEJICTB 3aIUTHI ISl MOJJOOHBIX YCTPOMUCTB MOKAa OYEHb
Masio. TecTWpoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
MHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAIM HACTOJbHBIC
aHaJIOTH, OJHAKO pacHMpeHue (yHKIMOHAJIa BIIEYET 3a CO000M OOJIBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIEHHOCTb.

I[aJ'ICKO HC BCC TIIPOU3ZBOAUTCIN BBIITYCKAIOT O6HOBJ'ICHI/I5{, 3aKpPbIBAIOIIHEC
KPUTHUYCCKHUC YA3BUMOCTHU JJII CBOHUX YCTPOﬁCTB.

OcHogHble coeembl 071 6e30naAcHOCmU MOOUTIbLHO20 meiedona:

1. Hudero He sBAsETCS MO-HACTOAIIEMY OeciuiaTHBIM. bynb OCTOpOKeH, Beab
Korja Ttebe mpennaraoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IJIaTHBIC YCIYTH;

2. Hdywmaii, mpexae yem oTnpaBuTh SMS, poro nimu Buaeco. Tol TOYHO 3HACIID,

r7ie OHu OyTyT B KOHEYHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcrnonb3yit aHTUBUPYCHBIE POTPAMMBI JJII MOOMIIBHBIX TEJIe(OHOB;

He 3arpyxaii mpuio)keHusi OT HEM3BECTHOI'O MCTOYHHMKA, BEAb OHU MOTYT

COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUeHHUE;

6. ITocne Toro kak ThI BBIMACIIb C CalTa, TJIe BBOJIWI JIMUYHYIO WH(MOPMAIHUIO,
3aiiIi B HACTPOMKHU Opay3epa u ynamu cookies;

7. Tleproawdecku mpoBepsii KaKue IUIATHBIC YCIyTH aKTUBUPOBAHBI Ha TBOEM
HOMEpE;

8. [aBaii cBoif HOMEp MOOWUIBLHOTO TelieOHA TOJBKO JIOASM, KOTOPBIX ThI
3HaeIIb U KOMY JIOBEpSICIIIb;
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9. Bluetooth momkeH OBITh BBIKIIOYEH, KOTJA Thl MM HE TOJIb3yemibcs. He
3a0bIBail MHOTIa TIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHbIE OHJIANH-UTPBI - 3TO KPAaCOYHBIE, 3aXBATHIBAIOIINE pPa3BIICUEHUS,
OOBEIUHAIOMINE COTHU THICAY YEJOBEK MO BceMy Mupy. WUrpoku ucciemyioT
JAHHBI UM MUp, OOLIAIOTCA IPYT C APYTOM, BBINOJHSIOT 3aJaHusl, CPAKAOTCS C
MOHCTPAMH M IIOJYYarT ONBIT. 3a YAOBOJBCTBUE OHHU ILIATAT: MOKYMAKT JMCK,
OIUIAYMBAIOT A0OHEMEHT WJIA MIPUOOPETAIOT KAKHUE-TO OILHUU.

Bce 3T cpenctBa uayT Ha MoJjep>KaHUE W Pa3BUTHUE WUTPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIlMH, BBIIYCKAIOTCS HOBBIE
naTyu (LU@poBbIE 3aIIaTKU ISl IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT omacaTbCsi HE CTOJIBKO CBOUX COINEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMHU OOJIBIIMHCTBA
urp.

OcHogHble cosembl nO 06€30NACHOCMU MB0E20 uzpoe6oco aKkKkaynma.

1. Ecnu npyroit urpok BeAeT ceOsl II0X0 WIH CO3/1aeT TeOe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. Tloxamy¥icsa aIMUHHCTpATOpPaM UIPHI Ha II0XOE MOBEACHUE STOTO UTPOKa,

YKEJIATEIIbHO IIPUIOKUATH KaKKE-TO J10Ka3aTelIbCTBA B BUJIE CKPUHOB;

He yxa3biBaiil muuHyo nHbopMaiuio B mpodaiisie urpsr;

YBaxaii Ipyrux y4aCTHHUKOB I10 UI'PE;

He ycranaBnuBait HeopuInanbHbIe TATYH U MO/IBI;

Hcnonb3yl CII0)KHBIE U pa3HbIE MTAPOJIH;

Jlaxxe BO BpeMsi UTpbl HE CTOMT OTKJIKOYaTh aHTUBUPYC. [10Ka ThI urpaems,

TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

No Ok ow

@OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OOBIYHOM Kpaxkel JeHEeT W JOKYMEHTOB CETO/IHS YK€ HHUKOTO HE YAMBHIIL, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJOTUM 3JI0YMBIIUICHHUKN NIEPEMECTUIIMCH B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS «TFHOOUMBIMY JIEJIOM.

Tak mosiBUJIach HOBasl yrpo3a: MHTEPHET-MOLIEHHUYECTBA WM (PMILMHI, TJIaBHAs
Heidb  KOTOPOrO COCTOMT B  TMOJYYEHHH KOH(DHMICHUHUAIBHBIX  JaHHBIX
M0JIb30BaTENe — JIOTMHOB U maposeil. Ha anrnuiickoMm si3bike phishing ynurtaercs
kak ¢umuHr (0T fishing — peIOHAas 0B, password — mapoJb).

Ocnognule cosemul no 60pvoe ¢ Pumunzom:
1. Cnenu 3a cBoMM akkayHTOM. Eciu Tl mojo3peBaeiib, 4TO TBOS aHKETa

Oblla B37I0MaHa, TO HEOOXOAMMO 3a0JOKUPOBATH €€ M  COOOUIUTH
aJIMUHHCTpPATOpPaM pecypca 00 3TOM KaK MOKHO CKOpee;



2. Ucnonw3yit O6e3omacHbie BeO-CalThl, B TOM YHCJIE, HHTEPHET-MAara3uHoOB U
IIOUCKOBBIX CHUCTEM;

3. HUcnonp3yil cioxkHble W pas3Hble mapoiau. Takum o0Opa3zoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOIy4aT JOCTYHI TOJIbKO K OZTHOMY TBOEMY
npo(UIIO B CETH, @ HE KO BCEM;

4, Ecnu T1e0s B31IOManM, TO HEOOXOAMMO MpPENYHpPEIUTh BCEX CBOUX

3HAaKOMBIX, KOTOpbIe J00aBiI€Hbl y TeOsS B JPY3bsX, O TOM, UTO TeOs

B3JIOMAJIM U, BO3MOXXHO, OT TBOETO MMEHH OyJeT pacchbulaThCs CIlaM U

CCBUIKM Ha (PUIIMHTOBHIE CANTHI;

YcranoBu HaaexHbIN napoab (PIN) Ha MOOMITBHBIN TeneoH;

OTkII04M coOXpaHeHue nmapoJs B Opaysepe;

He otkpeiBaii Qaiinel U Apyrue BIOXKEHHS B NUCbMax Jake €CIU OHU

NPUIIUTA OT TBOUX Jpy3ei. Jlydine yTouHu y HUX, OTIPABIISIN JU OHHU TeOe

9T (aJIbl.

N o O

Hu¢posas penyranus

Hudposas penyranms - 3TO HEraTUBHAS WM MO3UTUBHAA MH(OPMALIHS B CETH O
tebe. Kommpometupyromas uHdopManus pa3MellleHHass B HHTEPHETE MOXKET
CepbEe3HbIM 00pa30oM OTpa3UThCs Ha TBOEH peanbHOU ku3HU. «lludposas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBIA (opMHUpyeTCs U3 UHPOopMaluu o Tede B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IOJOKEHHE, OCOOCHHOCTH
XapakKTepa U paccKasbl O OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJUKAMK —JTUYHOU
uHpopmanuu B MHTEpHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas: 5 JIeT Ha3aj, cTaja
NPUYMHON OTKA3a MPUHATH T€OS Ha paldoTy.

Kommenrtapuu, pasmemienue TBoux ¢otorpaduii u Apyrue ACHCTBUS MOTYT HE
VCYE3HYTh JAXKE IOCJIE TOTrO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty MH(OpMaLHMIO, IToNaia JIM OHAa B IOUCKOBBIE CUCTEMBI M COXPAHMJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpyKaroulee JH0U, KOTOpble HAWIyT U yBUIAT
sT0. Haiftn MHpOpMannio MHOTO JET CHYCTS CMOXET JH00M - Kak U3 J00phIX
noOyX/JIeHU, TaK U C HAMEPEHHWEM HIPUYUHUTH Bped. DTO MOMKET ObITh KTO
YTOJTHO.

OcHogHble cosemul no 3auume yuPposoit penymayuu:

1. Tlomymaii, mpexe 4yeM 4TO-TO MyOJMKOBATh U MEpeaaBath y ceds B Oiore
WA B COLMAJILHOM CETH;

2. B Hactpoiikax mnpoduisi yCTaHOBM OIpPAaHWYEHUS HAa MPOCMOTP TBOETO
npoduIsi ¥ €ro COJACPAKUMOT0, cliesiaid €ro TOJIBKO «IJIsl APY3eiln;

3. He pa3memaii u He yka3bIBail MHpOpMaIMio, KOTOpask MOXKET KOro-jiudo
OCKOPOJIATH MIIH OOMKATh.



